[Ipunoxenue 5
k npukazy MAY 1O «AITHI»
ot 31.08.2020 Ne 276/1-01

IMonoxenue
00 00padoTKe MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHHEM CPEACTB ABTOMATU3ALUHI

I. O0mue moJ1o:xxeHUs

1. Hacrosimee Ilonoxenne 00 00paboTKe MEpPCOHANBHBIX  JAHHBIX  C
UCIIOJIb30BaHUEM CpPeACTB aBToMatuzanuu (nanee — llonoxxkenne) MyHHIIMTIATBLHOTO
ABTOHOMHOI'O YYpPEKIEHUS JONOJHUTEIBHOIO oOpa3oBaHus «JlBopell NHOHEPOB U
mkonpHukOoB UM H.K. Kpymnckoit 1. Yensbuncka» (manee - MAVIO «/AI1»)
paspabotano B cootrBeTcTBUU ¢ KoHcturynueit Poccuiickoit @eaeparuu ot 25.12.1993,
TpynoBeim kogekcoM Poccuiickoit @enepaunu ot 30.12.2001 Nel97-03, I'paxxnanckum
konpekcoM Poccuiickoit @enepanuu ot 30.11.1994 NeS1-®D3, denepanbHbIM 3aKOHOM
«O6 wunHbpopmaru, WHOOPMAIMOHHBIX TEXHOJIOTHSAX M O 3aImuTe HHGOpPMAIUU» OT
27.07.2006 Nel149-®3, denepanbHbiM 3aKOHOM «O MEpPCOHAIBHBIX JaHHBIX» OT
27.07.2006 Nel152-@3, IToctanosnenueMm l[IpaBurensctBa Poccuiickoit denepannu «O06
YTBEP)KACHUU TPEOOBaHUM K 3allluTe MNEePCOHANbHBIX JAaHHBIX NpU UX 00paboOTKe B
MH(OPMALIMOHHBIX CHCTEMAaxX MEePCOHANbHBIX AaHHbIX» OT 01.11.2012 Nel119, a Takxe
JPYTUMU HOPMATUBHO-IIPABOBBIMU aKTaMH, IEMCTBYIOIMMH Ha TeppUTOpUn Poccuiickoi
denepauni.

2. Henu pazpabotku [lonoxenus:

2.1. Ompenenenue mopsaka 0OpaOOTKM TEPCOHANBHBIX JIAHHBIX CYOBEKTOB
NEPCOHANBHBIX JAHHBIX, MEPCOHAJIBHBIE JaHHBIE KOTOPBIX MOANexaT oO0paboTke Ha
ocHoBaHuu nojHoMouuid MAYJIO «/IITI».

2.2. OOecneyeHue 3allUThl MpaB M CBOOOJ 4YelOBEKa M TpaXkJaHUHA MpU
o0paboTke HX TEpPCOHAJIbHBIX JAaHHBIX, B TOM 4YHCJE 3al[UThl IMpaB Ha
HETPUKOCHOBEHHOCTh YaCTHOM KU3HU, JUYHYIO U CEMEUHYIO TallHY.

2.3. YcraHOBIEHHE OTBETCTBEHHOCTH JOJIKHOCTHBIX JIML, UMEIOIIMX AOCTYN K
NEPCOHAIBHBIM JIaHHBIM, 32 HEBBIIIOJIHEHHE TPEOOBAHUI HOPM, PETYIUPYIOIINX
00paboTKy ¥ 3alIUTY NEPCOHATBHBIX IaHHBIX.

3. K moboit umHbopmanuu, cojaepKalieid MepcoHalIbHbIE JIaHHBbIE CYOBEKTa,
IPUMEHSIETCS pEKUM KOHPUICHIIMAIBHOCTH, 32 UCKIIOYEHHEM:

- 00€3IMYEHHBIX MTEPCOHATIBHBIX JTAHHBIX;

- 001LIEJOCTYITHBIX IEPCOHATIBHBIX JAHHBIX.

4. PexxuiM KOH(PUICHIIMATTLHOCTH IMEPCOHAIBHBIX JAHHBIX CHUMAETCS B CITyJasX UX
00e3/IMYMBaHuUs U MO0 UCTEUCHUU CPOKa MX XpaHEHUs, WM MPOJIeBA€TCd Ha OCHOBAHUU
3aKiiroyeHust skcneptHol komuccuu MAVYJIO «AIMI», ecnu uHOE HE OMPEAECICHO
3akoHOM Pocculickoit denepanun.

II. TepmuHbI U onIpeaeIeHUs

5. Jloctyn kK uH@oOpMamMM — BO3MOXHOCTh MOJy4YyeHUs HHGOOpPMAIMK U €€
UCIIOJIb30BAHHUS.

Nudopmannonnas cucrema (MC) — cucrema, npeaHazHaueHHAsl 1JI XpaHEHUS,
noucka U oOpaboTku MH(OpPMAIMKU, U COOTBETCTBYIOIIME OPraHU3allMOHHBIE PECYPCHI



(uemoBedeckne, TEXHUYECKHWE, (PUHAHCOBBIE M T. [.), KOTOpble 00ECIEYMBAIOT U
pacnpoCTpaHsoT HHPOPMALIHUIO.

Nudopmanus — cregeHus (cooOimieHus, TaHHBIC) HE3aBUCUMO OT (HOPMBI UX
npencraBieHus (cr.2 @enepanpHoro 3akoHa ot 27.07.2006 Ne149-D3 «O6 nHpopmanuu,
WH()OPMAIIMOHHBIX TEXHOJOTUSIX U 3aIIUTEe HHPOPMAITUN).

Hocurear wuHdopmauum — 10060 MaTepuanbHBII OO0BEKT WM cpena,
WCTIOJIb3YEMBIi JIJIsl XpaHEHUs WK Tepeaadn nHOOPMAaIIHH.

Obe3munBaHNe MEPCOHAJIBHBIX JTAHHBIX — JICUCTBUS, B Pe3yjbTaTe KOTOPHIX
CTAHOBHUTCSI HEBO3MOXKHBIM 0€3 HCIHOJIb30BaHMS JOMOJHUTEIbHON HH(pOpMalUn
OTPENENUTh TMPUHAJISKHOCTh TEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
NEepPCOHANBHBIX JaHHbIX (cT.3 DenepanbHoro 3akoHa ot 27.07.2006 Nel52-®3 «O
MIEPCOHAIBHBIX JAHHBIX)).

OO0paGoTka nepcoHAJBbHBIX [JaHHBIX — J00Oe JeiicTBue (omepanusi) WK
COBOKYIIHOCTh JIEWCTBUHM (omepaluii), COBEpIIAEMBIX C HCIOJb30BAHUEM CPEACTB
aBTOMaTH3alMu WIH 0€3 MCIONb30BAaHUSl TaKUX CPEICTB C MEPCOHATbHBIMU JaHHBIMU,
BKJItoYass cOOp, 3amuch, CUCTEMATH3allMI0, HAKOIUIEHHWE, XpaHEHHE, YTOUHEHUE
(oOHOBIIEHUE, U3MEHEHNUE), U3BJICUEHUE, UCIIONB30BAHUE, Mepeaady (pacnpocTpaHeHue,
MPEIOCTaBJICHHUE, JIOCTYI), O0e3JIMYMBaHKE, OJIOKMPOBAHHE, ylajeHUE, YHUUTOXKECHUE
MEepPCOHANBHBIX NaHHBIX (cT.3 DemepanbHOoro 3akoHa ot 27.07.2006 Nel52-®d3 «O
MEPCOHAIBHBIX JAHHBIX)).

Omnepatop — rocynapCcTBEHHBIN OpraH, MyHUIUIAJIbHBIA OpraH, IOPUAUYECKOE
WM (U3NYECKOE JIMIO, CaMOCTOATEIbHO WJIM COBMECTHO C JAPYTMMH JIMLAMU
OpraHu3yroue 1 (Win) OCyIIeCTBIA0MmNE 00pab0TKy NePCOHANBHBIX JAHHBIX, a TAKKe
OTpEJENAIONINe I[ed 00pabOTKM TEPCOHANBHBIX JAHHBIX, COCTaB IEPCOHAIBHBIX
MaHHBIX, TMOJJIeXKamux o0paboTke, JelcTBUs  (omepainuu), COBepUIaeMble ¢
MEepCOHANBHBIMU JaHHBIMH CT.3 DenepanbHoro 3akoHa ot 27.07.2006 Nel52-d3 «O
MEPCOHAIBHBIX JAHHBIX)).

IlepconanbHble AaHHBbIe — J00as MHPOpPMAIUs, OTHOCAMIASCA K NPSIMO WU
KOCBEHHO OIPEACICHHOMY WM OIpeneasieMoMy (Qu3ndeckomy Uiy (CyOBeKTy
nepcoHabHbIX AaHHBIX) (cT.3 ®enepanpHoro 3axkonHa ot 27.07.2006 Nel52-d3 «O
NEPCOHAIBHBIX TAHHBIXY).

CpencrBo 3amurhl uHpopmamum (C3M) — TexHuueckoe, MNPOrpaMMHOE
CPEICTBO, BELIECTBO M (WJIM) Marepuai, NMpeAHa3HAYCHHbIE WM HUCIOJIb3yeMbIe IS
3aIUThl HH(OPMALIH.

Cy0beKT mepcoHANbHBIX JAHHBIX — (PU3MYECKOE JHUI0, KOTOPOE MPAMO WIH
KOCBEHHO OIPEEICHO WK OMPEAEIIeMO C TOMOIIBIO MEPCOHATBHBIX JIAHHBIX.

I1I. ITopsinoK MCNOJIB30BAHNSA NEPCOHAIBHBIX JAHHBIX

6. O6paboTka MepCoHaTbHBIX JTAHHBIX MOXET OCYIIECTBIATHCS
UCKJTIOUUTENBHO B IEJNIAX, yKa3aHHBIX B [lomuTuke oOpabOTKH M 3aIUThl MEPCOHATBHBIX
nanaeix MAY 1O «AIT11D».

7. [Ipu  ompegenenun o0bemMa U cojaepkaHus, oOpabaThIBaeMBbIX
NepCOHANbHBIX JaHHbIX pabdoTHukn MAYVY]JIO «/IITI» nomxHBI PyKOBOJCTBOBATHCS
[Tonutukoi 06pabOTKM M 3alMUThl IepcoHanbHBIX AaHHBIX MAVY]JIO «II1I» ¢ ygetom
JICHCTBYIOIIETO 3aKoHonarenbcTBa Poccuiickon Penepanuy, a TakKe HACTOSALUM
ITonoxxennem.

8. OOpaboTka MEpPCOHANBHBIX JAHHBIX C  HCIOJIb30BAaHUEM  CPENICTB
aBTOMaTH3alMi  (aBTOMAaTU3UPOBAHHBIM  CIIOCOOOM)  MOXET  OCYIIECTBIATHCS



UCKJIIOUYUTEJIBHO Ha aBTOMAaTH3UMpOBaHHbIX pabounx mectax MCII[H yTBep) IEHHBIX
«IlepeuHeM  aBTOMATU3MPOBAaHHBIX pabOYMX MECT HH(OPMALMOHHBIX CHUCTEM
IIEPCOHAJIBHBIX JAHHBIX».

IV. llopsanok XpaHeHHUs MePCOHAIBHBIX JaHHBIX

9. XpaHeHue HOCUTENEeH  (IUCKET, JUCKOB H  T.IL.), COAEpKaIIuX
NEPCOHAIbHBIE JJAHHBIE, JIOJKHO OCYIIECTBIISITHCS B CIELUAIBHBIX MallKaX, 3aKPbITHIX
mkadax i ceidax, B OpsAKe, UCKIIOYAIOIIEM JIOCTYI K HUM TPEThbUX JIHII.

10. be3omacHOCTh  MEpPCOHAIBHBIX  JAHHBIX HOpU  UX  00paboTke C
UCTOJIb30BAHUEM TEXHUYECKHUX U MPOTPAMMHBIX CPEICTB 00ECHEYMBAETCS C MOMOILBIO
CHCTEMBI 3alUTHl IEPCOHANBHBIX JaHHBIX, BKIIOYAIOMIeH B ce0s OpraHU3al[OHHBIC
Mepbl M CpeACTBa 3alllUThl HH(OpPMAIMK, YIOBIETBOPAIOIINE YCTAHABIMBAEMbIM B
COOTBETCTBUU C 3akoHonareiabcTBOM P® TpeOoBaHusM, oOecneyMBaIOUIUM 3alIUTY
UH(OpPMAIIUH.

11.  O6pabotka nepcoHanbHbIX AaHHBIX B MAY IO «III» ocymiectBiusercs
70 HACTYIUIEHUSI OJJHOTO M3 YCIOBUH NpeKpauieHus o0paboTKU MepCOHANbHBIX JaHHBIX
ykazaHHblX B llomuTuke o0pabOTKM M 3amIuThl TMEpCcOHalIbHBIX AaHHBIX MAVY]JIO
«IIMI». IlepeyeHb HOPMATHUBHO-IIPABOBBIX AKTOB, ONPEAEISAIOIIMX OCHOBAHUSA
o0paboTku mnepcoHanbHbIX AaHHBIX B MAVYJIO «JAII» omnpepenserca «llepeunem
CBEJICHUI, COJEpKAllMX MEPCOHAJIbHBIE JIaHHBIE W IPABOBbIE OCHOBaHUA 0OPaOOTKU
NEPCOHAJIBHBIX JAHHBIX).

12.  Ilo ucreuenun cpoka xpaneHus (30 nHEW, eclid MHOE HE IPOIMUCAHO B
HOPMAaTUBHO-NPABOBBIX ~ aKTax) /s  MAaIIMHHBIX  HOCUTENEeH  JoIycKaercs
rapaHTUPOBAHHOE YyAaJieHHe HHQPOpPMAllMd METOJOM MHOTOKpPATHOW Tepe3amucu ¢
MOMOUIBIO CIENUATU3UPOBAHHBIX TMporpamm (Hampumep, «Safe Erase», «Eraser»,
«FDelete») 6e3 yHUUTOXEHHSI MATEPUATIBHOI'O HOCUTEIIS.

13. OO6esnuuuBanus mnepcoHalnbHbIX JaHHBIX B MAVJIO «IID» nHe
IIpEeANoJaraeTcsl.

V. llopsaaok nepeaavyu mepcoOHAJIbHbIX JAHHBIX
14. IlepenaBaTh mepcoHalbHBIE JaHHBIE CYOBEKTOB JOIMYCKAETCS TOJBKO TEM
pabOTHUKAM, KOTOPBIE UMEIOT JOMYCK K 00pabO0TKe MEPCOHATBHBIX JaHHBIX.
15. B memsax coOmroaeHUs 3akoHoJaTelbcTBA P®D, IS JOCTHMIXKEHHS Iieiiei
00paboOTKH, a TakKe B MHTEpecax MU C cOrjacusi CyObeKTOB IMEPCOHANBHBIX JAaHHBIX
MAVY O «IIII» B Xxo1e cBOEH IeATeIbHOCTA NMPEAOCTABISET MEPCOHATBHBIE TAHHBIE

opraHuzanusiM, rnepedyucieHHbIM B [lonuTtrke 00paOOTKM U 3alIUThl MEPCOHATBHBIX
naHHeiXx MAY 1O «ATT1».

VI. Opranusanus 3aliMThl IEPCOHAJBHBIX JaHHBIX
16. 3ammra mnepcOHAIbHBIX JAaHHBIX CYOBEKTa OT HENPAaBOMEPHOIO UX
UCI0JIb30BaHUs Uiy yTpaTsl odecrieunBaercss MAY IO «AI1I» 3a cuer cBOMX CPEACTB.
17.  3ammra nOepcOHaNBbHBIX  JAHHBIX  JOJDKHA  BECTUCh IO TPEM
B3aMMO/IOTIOIHSIOLIUM HAIIPABJICHUSAM:
17.1. IIpoBeieHre opraHM3allMOHHBIX MEPOIPUITHIL:

1) pazpaboTka u BHEJPEHUE BHYTPEHHUX OpraHu3aluOHHO-
pactopsIUTENIbHBIX  JOKYMEHTOB, pErJaMeHTHPYIOUMX 00paOoTKy M 3aluTy
NEePCOHATBHBIX JaHHBIX CYOBEKTOB, B TOM YHCIE MOPAJOK JOCTYyNa B IMOMEIICHUS U K
NIEPCOHAIBHBIM JAHHBIM;



2) o3HaKoMJIEHHE pabOTHUKOB C 3aKOHOJIaTenbCcTBOM Poccuiickoii denepannu
U BHYTPEHHUMHU HOPMATHUBHBIMH JOKYMEHTAMH, MOJIy4eHHE 00s3aTEIbCTB, KAaCAIOIIUXCS
00paboOTKH MEePCOHANBLHBIX JaHHBIX;

3) opranuzanus y4yéta HOCUTENIEH MepCOHaNbHbBIX TAHHBIX;

4) pa3paboTka MoJIeNH yrpo3 0€30MacCHOCTH MePCOHATBHBIM JIaHHBIM;

5) mnpoBeneHue oOy4deHHUs] paOOTHUKOB IO BOMPOCAM 3alUTHI MEPCOHATBHBIX
JTAHHBIX.

17.2. TlporpammHo-anmapaTHasi 3al[uTa — BHEIPEHUE MPOTPaMMHO-aINMapaTHBIX
CPEACTB 3alUTHl MH()OPMALIUH, MPOIISANIUX B COOTBETCTBUU ¢ DefepaibHbIM 3aKOHOM
Nel84 o1 27.12.2002 r. «O TEXHUYECKOM PETYIUPOBAHUMY OLIEHKY COOTBETCTBHUS.

17.3. HXKeHepHO-TeXHUYECKasl 3alluTa:

1) ycraHoBka ceioB WM 3aIUPAIOIIUXCS MKAPOB JIJIsI XpaHEHHs] HOCUTENEH
MEePCOHANBHBIX JaHHBIX;

2) yCTaHOBKAa YCWJIEHHBIX JIBEpEH, CUTHAIM3ALMU, PEKUMA OXPAHbI 3JaHUS U
MOMENIECHUH, B KOTOPBIX 00pabaThIBAIOTCS IEPCOHAIIbHBIC JAHHBIE.

18.  OmpeneneHne KOHKPETHBIX Mep, OOIIYyI0 OpraHM3allvio, TUIAHUPOBAHHUE U
KOHTPOJIb BBITIOJIHEHUSI MEPOIIPUATUM MO 3aIIUTE MEPCOHANBHBIX JAHHBIX OCYUIECTBISET
OTBETCTBEHHBIN 32 OPraHHU3AIMI0 00paOOTKU MEPCOHATIBHBIX JaHHBIX B COOTBETCTBUU C
3aKOHOJIATeIbCTBOM B OOJACTH 3alIUThl TEPCOHANBHBIX JAHHBIX U JIOKAJbHBIMU
HOpMaTUBHO-ITpaBOBbIMU akTaMu MAY J1O «/ITTHI».

19.  Opranu3zanuio ¥ KOHTPOJIb 3aLIUThI IEPCOHATBHBIX IaHHBIX B CTPYKTYPHBIX
nogpazneneausix  MAVYIO  «/IIIII»  ocymecTBisitoT WX  HENOCPEICTBEHHbBIC
PYKOBOAMUTENH B COOTBETCTBUH ¢ [looeHrneM 1o mpoBeIeHUI0 BHYTPEHHETO KOHTPOJIS
COOTBETCTBUA OOpabOTKM TMEpPCOHAIBHBIX JIaHHBIX C TpeOOBaHUSMU K 3alllUTe
MIEPCOHAJIbHBIX JAHHBIX.

VILI. [lopsaaok npeaocTaBjaeHus A0CTYNA K MEPCOHAIbHBIM JAHHBIM

20. Jonmyck K NepCOHAIbHBIM JaHHBIM CYOBEKTa MOTYT UMETh TOJBKO Te
pabotauku MAY 1O «I11L», koTopbIM nepcoHaNbHbBIE TaHHbIE HEOOXOAUMBI B CBSI3H C
UCIIOJTHEHHEM WMH CBOUX TPYIOBBIX oOs3aHHOCTed. [lepedeHp Takumx paOOTHUKOB
oTpaxkeH B «CHHCKe JIUI, JOCTYI KOTOPHIX K MEPCOHAIbHBIM JIaHHBIM HEOOXOIUM ISt
BBITIOJTHCHUS CITY’KEOHBIX (TPYIOBBIX) 00S3aHHOCTEI.

21.  Tlpomemypa oopmiieHHs TOTyCKa K IEPCOHATBHBIM JJAHHBIM TIPEICTABISCT
co00M CIeAyIONIYI0 CTPOTYIO MOCJIEI0BATEIbHOCTD JIEUCTBUM:

1) o3Hakomienue paboTHuka ¢ HacrosmuMm Ilonmoxxenuem, [lonutukoii
00pabOTKM M 3amMTBl NEepCOHANBHBIX JaHHBIX MAVJIIO «II» wu nppyrumu
JIOKQJIbHBIMM HOpPMaTUBHO-TIpaBoBbIMM akTamu MAVYJIO «/AIII», xacaromumucs
00paboOTKH MEePCOHATBHBIX JaHHBIX;

2) wuctpeboBanme ¢ paborHuka «OOs3aTenbCcTBA O  HEpasrIallCHUH
uHGOPMAIIUKA OTPAHUYCHHOTO JJOCTYIIA.

22.  Kaxnapiii paOOTHHK JOKEH UMETh JOCTYN K MUHUMAIBHO HEOOXOIUMOMY
HAO0Opy TMEpPCOHANBHBIX JAHHBIX CYOBEKTOB, HEOOXOIWMBIX €My JUIS BBINOJHEHUS
CITyeOHBIX (TPYIOBBIX) O0S3aHHOCTEH.

23. PaGoTHukaMm, HE WMEIOIIMM HAJUICKAIIMM 00pa3oM 0GOPMIIEHHOTO
JI0ITyCKa, TOCTYII K MIEPCOHATBHBIM JaHHBIM CYOBEKTOB 3aIlpPEIacTCs.



VIII. TpeGoBaHus no odecrnevyeHn0 0€30MACHOCTH

24,  CocraB unHbpopmarmoHHeix cucteM MAVY]JIO «/IIII» onpenensercs
«ITepeunem HHPOPMAITMOHHBIX CUCTEM).

25. Ilog TeXHMYECKUMU  CpPEICTBAMH, IO3BOJISIIOIIMMU  OCYIIECTBISThH
00paboTKy MepCOHANIbHBIX JAHHBIX, TOHUMAIOTCS CPEICTBA BBIYUCIUTEIBHON TEXHUKH,
UH(OPMALIMOHHO-BBIYUCIUTEIbHBIE KOMILJIEKCHI U CETH, CPEJICTBA U CHUCTEMBbI Mepeayn,
npueMa U o0pabOTKU TMEepPCOHANbHBIX JAaHHBIX, IPOrPaMMHBIE CpEACTBAa, CPEACTBa
3alMTHl HHPOpMaLNK, MPUMEHSIEMbIE B HH(POPMAIIMOHHBIX CUCTEMAX.

26. be3zonmacHOCTb MEpPCOHANbHBIX JAHHBIX JOCTUTAETCS MyTeM HCKIIOYCHUS
HECAHKI[MOHUPOBAHHOTO, B TOM YHUCJE CIIY4allHOTO, IOCTyIa K MEPCOHAIBHBIM JIAHHBIM,
pE3yNbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXEHUE, HW3MEHEHHE, OJIOKUpOBAHUE,
KOIUPOBAHUE, PACIHpPOCTPAHCHHE  IEPCOHAIBHBIX  JIAaHHBIX, a TaKkKe  HHBIX
HECAHKIIMOHUPOBAHHBIX JCUCTBUM.

27. Cpencra 3amuThl WHGOPMANUMU, TPUMEHsSIEMble B HH(POPMAIIMOHHBIX
cucTemMax, B 00s3aTeJIbHOM MOpPSAKE MPOXOIAT MPOLENYypPY OLUEHKH COOTBETCTBUS B
YCTaHOBJIEHHOM 3aKOHOJATeNbCTBOM P® nopsnke.

28.  OOMeH mepcoHAIBHBIMU JIAaHHBIMH TIPH UX 00paboTKe B MHPOPMAITMOHHBIX
CUCTEMaX OCYIIECTBIISIETCS M0 KaHallaM CBSI3H, 3alllUTa KOTOPHIX 00€CIeunBaeTCsl MyTeM
peanu3anuy  COOTBETCTBYIOLIUMX OPraHM3alMOHHBIX MEp, a TaKXKe MPUMEHEHUS
TEXHUYECKUX U (W) MPOTPAMMHBIX CPECTB.

29. Pa3Menienne MHGOPMAIMOHHBIX CHUCTEM, CIEIUAIbHOE 00O0pYyIOBaHUE U
OoXpaHa TIOMEILIEHUH, B KOTOPbIX BeAETCs paboTa C MEPCOHAIBHBIMU JaHHBIMU,
opraHuzanusi pexuma oOecrieueHuss O€30MaCHOCTH B JTHX IOMEUIEHUSX JOJKHBI
oOecreynBaTh COXPAHHOCTh HOCHUTENEH NEPCOHAJIBHBIX JAHHBIX M CPEACTB 3alIUTHI
uH(GOpPMAIIUY, a TaKKe MCKIIYaTh BO3MOKHOCTh HEKOHTPOJIUPYEMOT'O MPOHUKHOBEHUS
WU TTPEOBIBAHUS B 3TUX MOMEIICHUSIX TOCTOPOHHUX JIHII.

30. be3omacHOCTp MEpPCOHANBHBIX  JAHHBIX NpU HUX 00paboTke B
UH(GOPMALIMOHHOM cUCTEME 00€CTIeYnBaeT CIEIMAIUCT, OTBETCTBEHHBIN 3a 0OecrieueHre
0€30MacHOCTH NEPCOHAIBHBIX TaHHBIX B MH(POPMAILIMOHHBIX CUCTEMAX.

31. Ilpm 00paboTKe NEPCOHANbHBIX JAHHBIX B HH(POPMALMOHHONW CHCTEME
JIOJKHO OBITH 00€CTIeYeHO:

1) nmpoBeneHue  MEpONpPUSTUH, HaNpaBICHHBIX HAa  MpeIOTBpallleHue
HECAHKIIMOHUPOBAHHOTO [JOCTyMa K MEpPCOHAJbHBIM JaHHBIM W (WJU) Tepeaadyd HX
JWIIaM, HE UMEIOLINM TpaBa I0CTyNa K TaKoi HHPOPMAIIHH;

2)  cBoeBpeMeHHOe OOHapykeHHe (PaKTOB HECAHKIIMOHMPOBAHHOIO JOCTYMA K
MEPCOHATLHBIM JTAHHBIM;

3) HenmomyuieHue BO3JICUCTBUS Ha TEXHUYECKUE cpencTBa
aBTOMATH3UPOBAHHOM 00pabOTKH TMEPCOHANbHBIX JAaHHBIX, B pE3yJbTaTe KOTOPOTO
MOET OBITh HAPYIICHO UX (YHKIIMOHUPOBAHUE;

4)  BO3MOXHOCTb  HE3aMEJUJIUTEILHOTO  BOCCTAHOBIICHHUS  NEPCOHAIBHBIX
TaHHBIX, MOJU(DUIIMPOBAHHBIX WM YHUUYTOKEHHBIX BCIICJCTBUE HECAHKIIMOHUPOBAHHOTO
JIOCTYTIAa K HUM;

5) TIOCTOSHHBI KOHTPOJIb Haja OOECIEeYeHUEM YPOBHS 3alMLIEHHOCTU
MEePCOHAIBHBIX JIAHHBIX.

32.  Mepomnpustus 1o obecredeHno 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX IPU
ux 00paboTke B MH(GOPMALIMOHHBIX CUCTEMaX BKIIOYAIOT:

1) omnpeneneHue yrpo3 OE30MACHOCTH MEPCOHAIBHBIX JIAHHBIX IIPH  HUX
o0OpaboTke, hopMHUpPOBAHUE HA KX OCHOBE MOJIEIIN YTPO3;
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2) pa3paboOTKy Ha OCHOBE MOJEIH Yrpo3 CHUCTEMbI 3alIUTHl WHGOpPMAIUH,
oOecreynBarolell HeUTpaNU3aIUIo MPEANoJaraéMblX YIpo3 ¢ UCIOJIb30BAHUEM METOJIOB
U Crnoco0OB  3alIUThl  MEPCOHANBHBIX  JaHHBIX,  NPEIyCMOTPEHHBIX IS
COOTBETCTBYIOIIETO Kacca HHPOPMAIMOHHBIX CHCTEM;

3) mpoBepKYy TOTOBHOCTH CPEJICTB 3alUThl HH(OPMAIIMH K MCIOIb30BAHUIO C
COCTaBJICHUEM 3aKJTIOUCHHI O BO3MOXKHOCTU UX IKCILTyaTalluu;

4) yCTaHOBKY M BBOJI B JKCIUIyaTallUl0 CPEACTB 3alIUThl WH(GOpPMAIMHA B
COOTBETCTBUH C IKCIUTYaTAllMOHHOW U TEXHUYECKON JOKYMEHTAIIUCH;

5) oOydeHue JMI, HCMHOJB3YIOUIMX CPEACTBA 3alUTHl  MHGPOpPMALUH,
npUMeHsieMble B MH()OPMAIIMOHHBIX CUCTEMAax, paBujiaM paboThl C HUMH,

6) yder MPUMEHSEMBIX CPEACTB 3alIUThl UH(OPMAINH, IKCIUTYaTAIlMOHHON U
TEXHUYECKOW JOKYMEHTAIIMHA K HUM, HOCUTEJICH TTEPCOHATBHBIX JIAHHBIX;

7) yder muI, JONYIICHHBIX K paboTe C TEepPCOHAIbHBIMH JIAaHHBIMU B
UH(OPMAIIMOHHOU CUCTEME;

8) KOHTpPOJb MO COOJIOJEHUIO YCIOBHM HCIIOIB30BAHUS CPEACTB 3alUTHI
uH(GOPMALIUH, TTPETYCMOTPEHHBIX IKCILTyaTalIMOHHOW U TEXHHYECKOW JOKYMEHTAIIUH;

9) pa3dupaTenbCTBO M COCTABJICHUE 3aKIIOYCHUH MO (hakTaM HECOOJI0ICHHS
YCIIOBUW XpaHEHUS HOCUTENICH MEePCOHATBHBIX JTAHHBIX, UCIIOJIB30BAHUS CPEJICTB 3aIUTHI
uH(pOpMAIMKA, KOTOpPhIE MOTYT TIPUBECTH K HaApPYHNICHUIO KOH(DHICHIINATHLHOCTH
MEPCOHATBHBIX JAHHBIX WU JIPYTUM HApYIICHUSM, MPUBOISIIAM K CHIDKCHHUIO YPOBHS
3alIMIICHHOCTH  TMEPCOHAIBHBIX  JIaHHBIX, pa3pabOoTKy ¢ TOPHHITHE Mep IO
PEIOTBPAIICHUIO BO3MOKHBIX OTIACHBIX ITOCIIEICTBHIA MOAO0HBIX HAPYIICHHIA,

10) ommcaH¥We CHCTEMBI 3alIUTHl IEPCOHATBHBIX JTAHHBIX.

33. Hueie TpeboBaHus 10 oOecrmedeHUt0 Oe3omacHocTH UWHopManmuu u
cpeactB 3ammThl wHGopMaruu B MAY /(O «/II11» BeIMOJHSIOTCS B COOTBETCTBHH C
TpeOoBaHUsMU  (eepabHBIX OPraHOB  HWCIOJHUTEIBHOW BJIACTH W OPraHOB
UCIIOJIHUTENBHOU BIAcTH cyobekTa P, B koTopoM Haxoautcss Oneparop.

IX. OTBeTCTBEHHOCTH

34. OTBeTcTBEHHOCTh 3a COOMIOZCHHE TPeOOBaHWU MO 3amuTe HHPOpPMAIHUU
OTPaHUYEHHOTO JIOCTYIA W HaJJIeKalIero Mops/ika MpOBOAUMBIX pabOT BO3jaraercs Ha
nonb3oBareneit MIC, oTrBeTcTBeHHOro 3a oOecnedyeHue Oe30MacHOCTH IEePCOHAIBHBIX
JTAaHHBIX B WH()DOPMAIIMOHHBIX CHCTEMAaX W OTBETCTBEHHOTO 3a OpraHU3aIHI0 00paboTKH
nepcoHabHbIX AaHHBIX MAY JIO «AI11L».

35. PabGotauku MAVJIO «/IIIll», BWHOBHBIE B HaApYUIEHUH HOPM,
PETyIUPYIOUINX TOJy4YeHHne, 00paboTKy W 3aIIUTy NEPCOHAIBHBIX JAaHHBIX CyOBEKTa,
HECYT JUCLUHUIUIMHAPHYIO, aJMUHUCTPATUBHYIO, T'Pa’KJAHCKO-NPABOBYI0 U YTOJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHUU C 3aKOHOAATENbCTBOM Poccuiickon denepaunmu.

36. Pasrnmamenwe nepcOHaJbHBIX — JTAHHBIX  cyObekTa (mepemaya  UX
MOCTOPOHHUM JIMIIAM, B TOM YHUCJI€ JPYTHUM PAOOTHUKAM, HE UMEIONIUM K HUM JIOMYCK),
uX NyONMYHOE pPACKPBITHE, yTpaTa JOKYMEHTOB M HWHBIX HOCHUTENICH, COACpM KAIINX
MEePCOHAIbHBIC JaHHBIE CYOBEKTa, a TAaKXKE HHBIC HApYIICHHS O0S3aHHOCTEH MO HX
3amuTe W 00pabOTKe, YCTAaHOBIEHHBIX HacTosmuM [lonoxkeHueM, JOKaJIbHBIMU
HOpMaTHBHO-TIPaBOBbIMU akTamMu MAYJIO «JII1Iy», BaedyeT Halo)KeHWE Ha paOOTHHKA,
MMEIOIIETO JIOCTYN K TMEPCOHANIBHBIM JAaHHBIM, TUCHIUIUIMHAPHBIX B3BICKAHWNA B BUJIE:
3amMevaHusi, BHIrOBOpa, yBodbHeHUs. PabotHuk MAY IO « Iy, umeronuit 1ocTyn K
NEPCOHANBHBIM JAHHBIM CYOBEKTAa W COBEPIIUBIINN yKa3aHHBIM JAUCIMUILTHHAPHBIN
MIPOCTYIIOK, HECET MOJHYI0 MAaTepUajJbHYI0 OTBETCTBEHHOCTh B Clly4ae MPUUYMHEHHS €ro
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nevctBusimu ymepba MAYO «IIII» (B coorBerctBuu ¢ 1.7 c¢1.243 TpynoBoro
Kojaekca PD).

B oTaenpHBIX ciayyasx, NpU pas3rjalleHUH I[EPCOHANBHBIX IJaHHBIX, pPAOOTHUK,
COBEPIUMBIIUI YKa3aHHBIA HIPOCTYIOK, HECET OTBETCTBEHHOCTb B COOTBETCTBUU CO
cratbeil 13.14 Konekca 06 aiMUHUCTPATUBHBIX MTpaBOHApYIIeHUIX PO.

37. B cnyyae He3akoHHOro cOopa WM MyOJIMYHOTO pPacCHpOCTPAHEHHUS
uHpOpMAIMM O YAaCTHOM KH3HU JHIa (HApyIIEHUS HENPUKOCHOBEHHOCTH YaCTHOU
KU3HU), MPEIyCMOTPEHAa OTBETCTBEHHOCTb B COOTBETCTBUU €O cT.137 VYrojoBHOro
Kozekca PO.

38. Hupextop MAVYIO <«JII» 3a HapylmieHHEe HOPM, PETYIHPYIOLIUX
noJlyueHue, oO0pabOTKy U 3alllUTy TMEPCOHANBHBIX JIAHHBIX CYOBEKTOB, HECET
aMUHHCTPATUBHYIO OTBETCTBEHHOCTh corjacHo c¢1.5.27 wu 5.39 Kogekca 00
aJMUHHCTPAaTUBHBIX IpaBoHapyueHusx Poccuiickoi denepanyu, a TakKe BO3MEIIACT
cyOBeKTy yiiepO, NPUYUHEHHBIM HEMPAaBOMEPHBIM HCIIOJIb30BaHUEM WH(GOpPMAIINH,
cojieprKallel IepcoHaIbHBIE IAaHHBIE ITOTO CYOBbEKTA.



